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Conclusion and Future Work

In this chapter, we conclude our work, highlighting the features of the proposed approaches. In
addition, the limitation of the work is listed to be considered in future work.

Conclusion
In this technological age, agent based systems have received a wide attention from research

community. This is due to the valuable features provided by the agent based software technology
used for building agent based systems. Compared to other software technologies, agent-based
software technology presents itself as an effective solution for many problems in distributed
systems, such as network overhead and transmission challenge. However, the security issue is a
main factor that contributes to limitations of the benefits of agent-based software technology as
well as its applications. The main reason behind this issue, is that the agents can be attacked by the
destination machines where they perform the missions, or the visiting agents can perform
malicious activities on the host machine. Moreover, advanced attacks such as DoS, modification,
and multiple colluded attacks can exacerbate the security problem. Based on the attacker (the
visiting mobile agent and the destination or host machine):
e we review different techniques used to ensure the security in agent-based systems, critique
them, and compare them according to well-defined cyber security requirements.
Based on protection goals (code and data, state, and itinerary of the mobile agent):
e A maturity model is employed to analyze the security techniques as well as rank the
strength of the attacks.
e Seven research questions are provided in the research field of agent security that should be

answered to ensure comprehensive security in agent-based systems. They are as follows:



1. How to protect visiting mobile agent against malicious DM and the DM against
malicious mobile agents?

2. How to ensure integrity of both the code of the agent and the results of the task
executed by the agent?

3. How to ensure high resistance against advanced attacks (DoS, alternation, and
colluded) attacks?

4. How to ensure comprehensive security requirements in agent based systems
(Confidentiality,  Integrity,  Authentication,  Authorization,  Accounting,
Availability, Non-Repudiation, Verification, Anonymity, Accountability)?

5. How to enable self-protection and self-communication features for the visiting
mobile agent within the space of the DM?

6. How to quantify the security level that is achieved?

For answering the first three research questions, both the DTS and Improved-DTS approaches are
proposed in this thesis. They are executed by the dummy generation module that is linked with the
agent manager. The problem is related to the mobility feature, where an agent can migrate from
the home machine to the destination machine to perform tasks, security issues are critical in this
technology. The security issue in ABST becomes critical when the destination machine is the
attacker, where it has full control over the visiting agent. The results of executed tasks may lose
their integrity, the behavior of the agent may be changed, and advanced active attacks, such as

alternation, collusion, and DoS attacks, may be applied by the attacker.



From a historical database of tasks, the DTS randomly generates dummy tasks to protect
the real task, aiming at confusing the attacker when determining the real task among the
dummy tasks and limiting their ability to perform malicious actions.

The improved DTS aims at generating strong dummy tasks based on three factors: (1)
dummy tasks have the same execution probability as the real task, which in turn guarantees
the highest entropy; (2) dummy tasks are of the same type as the real task (normal or time-
sensitive task); and (3) the deadlines of the dummy tasks are the same as that of the real

task.

For answering the fourth and fifth research questions, six modules are presented and linked with

the agent manager to satisfy various security requirements. These modules collaborate with each

other's to perform the SPSC approach, which enables self-protection and self-communication

features for the visiting mobile agent to isolate it from the space of the DM. Thus, the DM itself

can protect itself from the malicious visiting mobile agents.

The six modules are: authentication, authorization, auditing, behaviour detection,
encryption, and decryption.

The communication among the modules is conducted within the manager of the agent
(middleware installed on the destination machine).

In addition, the decryption process is performed using a mediator key, which ensures that
the process of generating the encryption key of the session is not controlled by the

destination machine.

As for answering the last research question, two novel security metrics are proposed in this work.

The first security metric is used to evaluate both the DTS and the improved-DTS, while the second

one is used to evaluate the SPSC approach.



e The first security metric mainly depends on the entropy to quantify the amount of
protection, therein considering the amount of violation caused by the attacker side.

e The second security metric depends on the number of security requirements that are
achieved. This metric is used for evaluation purpose and involves 13 security requirements
in its scale.

For evaluation in the context of comparison, both the DTS and the improved-DTS are compared
to well-known protection mechanisms, which are the obfuscation code (OC) and fragmentation-
based encryption (FBE). The SPSC approach is compared to three approaches, which are Co-
signing (CoG), Digital Signature (DS), and Code signing (CodG).

e The proposed DTS and improved-DTS approaches showed high resistance to advanced
attacks and better performance.

e In regards to the resistance against alternation, collusion, and DoS attacks, the improved
DTS showed the highest resistance according to the LoV security metric, where the
percentage of the violation predefined thresholds was 0 and 0.1 for the first five trials and
the sixth trial, respectively.

e In regard to performance, the DTS was ranked 1st because it performed better than the
improved DTS. The root reason is that the improved DTS handles more conditions to
improve the security level.

e Inaddition, considering the security issues in the context of time, our proposed approaches
spend the minimum amount of time at the attacker's side.

e Based on 13 security requirements—confidentiality, integrity, availability, anonymity,

accountability, authorization, accounting, non-repudiation, assurance, verification, self-



decryption, and self-communication—SPSC approach outperforms similar approaches,
achieving a score of 13.

e Interms of performance time, the SPSC approach also performs better than similar systems
when the size of the agent increases.

Limitations
Of course, as any given new approach or technique, our work has some limitations that can be

listed as follows:
1. Ensuring privacy of agents is not considered in this work.
2. Resistance against other advanced threats, such as tailgating and blocking attacks, is not
considered.
3. Attacking agent by another agent is not considered.

Future Work
The limitations listed above will be considered in future work, where we intend to ensure the

privacy of agents, other advanced attacks will be taken into account, and ensuring security of

agents against malicious agents will be also manipulated in future works.
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