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ABSTRACT 

 

 

 

Wireless network play a crucial role in the lives of people at work, 

home, and public places. Because of the widespread implementation of 

wireless network, providers deploy Wireless Local Area Network 

(WLANs) to provide broadband access to the Internet. The rapid growth 

rate of public wireless LANs is making the Internet available to people at 

areas where people tend to congregate. Users within range of a public 

wireless LAN hotspot, such as an airport or hotel, can access e-mail and 

browse the Internet either free or mostly for a fee when it is not offered 

freely. However, as the number of users soars, so does the risk of 

possible misbehaviour. Misbehaviour user can substantially increase his 

share of the bandwidth, at the expense of other paid users, by slightly 

modifying the driver of his network adapter. As the uses of such 

networks grow, users will demand secure yet efficient, low-latency 

communications. Intrusion detection is one of the key techniques behind 

protecting a network against intruders. Many Intrusion Detection 

Systems (IDSs) have been designed for wired networks. Most of these 

IDS systems did not produce the expected results when applied to 

wireless networks especially for the Media Access Control (MAC) layer 

problem. 
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