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Abstract

With the introduction of the computer and communication, vast amounts of digital data are now gathered and stored in large computer databases and transmitted between computers and terminal devices linked together in complex communications networks. Without appropriate safeguards, these data are susceptible to interception, deletion, modification or addition during transmission, or they may be physically removed or copied while in storage, so the confidentiality and integrity of certain information must be protected by different steps, among the security measures that should be considered is cryptography. Nowadays, cipher systems has many application in every day use, in addition to the use of cipher systems by various government security agencies, the military and diplomatic corps, there are other uses as well in internet security banking, and electronic commerce.


This paper gives an over view of the basic principles of cryptographic techniques also threats and the type of attacks will be illustrated. The component, the requirement, and the objectives of cipher system will be explained. The classical and modern cipher system with some examples will be investigated. Finally, the type of cryptanalysis attacks depicted.
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1. Introduction

Cryptography has a long and fascinating history, the old Arabs were the first people to discover and write down the methods of cryptography and cryptanalysis. In the twentieth century cryptography played a central role in the outcome of world wars.

Cryptography, is the process of combining some input data, called the plaintext denoted by (M), with a user-specified password to generate an encrypted output, called ciphertext denoted by (C), in such a way that, given the ciphertext, no one can recover the original plaintext without the encryption password in a reasonable amount of time. The algorithms that combine the keys and plaintext to produce the ciphertext are called ciphers. Many ciphers accept a fixed length password (called a key). The keyspace is the total number of possible key denoted by (K). Both the encryption and decryption operations use this key.

Encryption is the process of transforming plaintext into ciphertext. Decryption is the reverse process of transforming ciphertext into plaintext [1]. Each element k ( K uniquely determines a bijection from M to C (i.e. Ek: M ( C), denotes by Ek, which is called an Encryption Transformation, and for each element k ( K uniquely determines a bijection from C to M (i.e. Dk: C (M) Dk is called Decryption Transformation [2].


Cryptanalysis is the art of breaking ciphers. i.e. retrieving the plaintext without knowing the proper key. People who do cryptography are cryptographers, and practitioners of cryptanalysis are cryptanalysts [3].


Cryptology is the branch of mathematics that studies the mathematical foundations of cryptographic methods [3]; it includes both cryptography and cryptanalysis.
(1) M.Sc. Candidate of Computer Science – College of Computers & Information – Cairo University. 

(2) Prof. in Computer Science – College of Computers & Information – Cairo University.

(3) Ph.D in Communication Engineering.

(4) Asso. Prof. in Information Technology – College of Computers & Information – Cairo University.

2. Threats to Data Security


Attacks on the security of a computer system or network are best characterized by viewing the function of the computer system as providing information, in general, there is a
flow of information from a source, such as a file or region of main memory, to destination,
such as another file or a user. The four general categories of attack are [4]: 

- Interruption: It means that, that system is destroyed or becomes unavailable or unusable. Examples include destruction of a piece of hardware, such as a hard disk, the cutting of a communication line, or the disabling of the file management system.
· Interception: An unauthorized party gains access to the system. This is an attack on secrecy. The unauthorized party could be a person, a program, or a computer. Examples include wiretapping to capture data in a network, and the illicit copying of files or programs.
· Modification: An unauthorized party not only gains access to, but also manipulated the data. This is an attack on integrity. Examples include changing values in a data file, altering a program so that it performs differently, and modifying the content of message being transmitted in a network.
· Febration: An unauthorized party insert counterfeit objected into the system. This is an attack authenticity. Examples include the insertion of spurious message in a network or the addition of records to file.


Cryptography provided secrecy for information that sent over communication or computer networks where eavesdropping and message interception was possible.


Some books divide the types of attacks into passive attack, which refers to the interception of messages without detection (interception attack), and active attack, which refers to deliberate modifications made to the message stream (interruption, modification, and febration attack).

3. Cryptographic System

The main five components of cryptographic system are [5]:

1- The set of all possible plaintext, it is called “message spaces”, denoted by (M), where  M = m1, m2, m3,…mi.
2- The set of all possible ciphertext, it is called “cryptogram spaces”, denoted by (C), where C = c1, c2, c3, …ci.
3- The set of all possible keys, called “key space”, denoted by (K), where 
K = k1, k2, k3, … ki.
4- A family of enciphering transformation or, an Encryption Algorithm, denoted by (Ek). C = Ek (M), where k ( K.
5- A family of deciphering transformation or, a Decryption Algorithm, denoted by (Dk). M = Dk (C), where k ( K.
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Figure 1 Simplified Model of Encryption Technique.

There are three general requirement of any cipher system [6]: 
1- The encrypting and decrypting transformation must be efficient for all keys.
2- The system must be easy to use.
3- The security of the system should depend only on the secrecy of the keys and not on the secrecy of encipher and decipher algorithm. Most of the cryptanalysts consider that the cipher algorithm is known and their main task is to determine the secret key.

3.2 Cryptographic Goals
One useful classification or security services is the following:

- Access Control: Is the ability to limit and control the access to the systems and application.
- Secrecy: requires that a cryptanalyst will not be able to determine plaintext data from intercepted ciphertext [6], it called some time Confidentiality or privacy. There are numerous approaches to providing secrecy, ranging from physical protection to mathematical algorithms, which render data unintelligible. 
- Authentication: is to assure the recipient that the message is from the source that it claims to be from [4]. This function applies to both entities and information itself. Two parties entering into a communication should identify each other. Information delivered over a channel should be authenticated as to origin, data of origin, data content, time sent, etc.
- Data integrity: is service, which addresses the unauthorized alteration of data. To assure data integrity, one must have the ability to detect data manipulation by unauthorized parities. Data manipulation includes such things as insertion, deletion, and substitution.
- Non-repudiation: is service, which prevents an entity from denying previous commitments or actions. When disputes arise due to an entity denying that certain actions were taken a means to resolve the situation is necessary [2]. For example when that neither the sender nor the receiver of a message be able to deny the transmission.
- Availability: requires that computer system assets be available to authorized parties when needed [4].
4. Secret Keys

The security of cipher systems depends on several factors. First, the encryption algorithm must be powerful enough, so that it is impractical to decrypt a message on the basis of ciphertext alone. Second, the security depends on the secrecy of the key, not on the secrecy of the algorithm. In other words, there is no need to keep the algorithm secret, but there is a need to keep only the key secret, so if the encryption algorithm is computationally infeasible to break, the entire system can be vulnerable if the secret keys are not adequately protected [7]. Therefore, secret keys are the set of information that is used to control the encryption and decryption algorithm. It must be kept secret from the reach of any party, but it should be known only for the encipherer and decipherer.


Fundamentally, the complexity of any cipher system is measured by the difficulty to extract the used secret key from the intercepted cipher message. Consequently the secrecy of the cipher system must reside entirely in the secrecy of the keys, assuming that the cryptanalyst has complete details of the cryptographic algorithm and implementation.


Secret keys are generated independent of any message stream. Good keys should be random-bit string generated by some automatic process.

5. Classical Cipher Systems

In this section, a sampling of what might be called classical encryption techniques will be examind. A study of these techniques enables any body to illustrate the basic approaches to modern encryption used today and the types of cryptanalytic attackes that must be anticipated.

The two basic building blocks of all encryption techniques: substitution and transposotion will be scaned.

5.1 Substitution Cipher System


A substitution technique is one in which the letters of plaintext are replaced by other letters or by numbers or symbols [1]. The general form of substitution depends on shifted alphabets; shift the letters of the alphabet to the right by k positions, modulo the size of the alphabet. Formally:
f(a) = (a + k) mod n
       (1)

Where: 
a assign a numerical equivalent to each letter (a = 1, b = 2, ... etc), 

n is the size of the Standard English alphabet = 26.

k is the key.

There are four types of substitution cipher: Simple or Monoalphabetic, Homophonic, Polyaphabetic, and Polygram substitution cipher.

5.2 Transposition Cipher System


In this technique the plaintext remains the same, but the order of characters is shuffled around [1]. Rail fence technique and Columnar transposition are good examples of these cipher system. A pure transposition cipher is easily recognized because it has the same letter frequencies as the original plaintext. In this type of transposition, cryptanalysis is fairly straightforward and involves laying out the ciphertext in a matrix and playing around with column positions. The transposition cipher can be made significantly more secure by performing more than one stage of transposition. The result is a more complex permutation that is not easily reconstructed.
6. Modern Cipher System


With the quick development of the computer, it become difficult to depend on the elementary classical technique as it is easy to decrypt the ciphertext, thus the introduction of encryption technique. This new process depends on the algorithms, which use the bits instead of characters, so the stream, block and Public-key encryption appear on the surface.
6.1 Stream Cipher


A stream cipher is a type of symmetric encryption algorithm; it operates on streams of plaintext and ciphertext one bit or byte at a time. With a stream cipher, the same plaintext bit or byte will encrypt to a different bit or byte every time it is encrypted [8].


Stream ciphers can be designed to be exceptionally fast, much faster than any block cipher in hardware, and have less complex hardware circuitry. Stream ciphers operate on smaller units of plaintext, usually bits. The encryption of any particular plaintext with a block cipher will result in the same ciphertext when the same key is used. With a stream cipher, the transformation of these smaller plaintext units will vary, depending on when they are encountered during the encryption process. They are also more appropriate, and in some cases mandatory, when buffering is limited or when characters must be individually processed as they are received. Because they have limited or no error propagation, stream ciphers may also be advantageous in situations where transmission errors are highly probable [2]. The simplest implementation of a stream cipher is shown in Figure 2. 

A keystream generator outputs a stream of bits: k1, k2, k3, …, ki. This keystream is XORed with a stream of plaintext bits, m1, m2, m3, …, mi, to produce the stream of ciphertext bits [8].

E (mi) = ci = mi ( ki
       (2)

At the decryption end, the ciphertext bits are XORed with an identical keystream to recover the plaintext bits.

D (ci) = mi = ci ( ki
       (3)
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Figure 2 Stream Cipher.

There are two different approaches to stream encryption: synchronous stream cipher and self_ synchronous stream cipher. Table 1 summarizes the different between the two types of stream cipher.

Table 1 The Synchronous and Self-Synchronous Stream Cipher.

	
	Synchronous Stream Cipher
	Asynchronous Stream Cipher

	Synchronization requirements
	Both sender and receiver must be synchronized.
	Self-synchronization is possible if ciphertext digits are deleted or inserted.

	Propagation
	No error propagation.
	Limited error propagation.

	Resistant
	It is less resistant than self-synchronous stream cipher.
	It is more resistant than synchronous stream cipher.

	Example
	- Linear feed back shift register (LFSR).

- Output-block feed back mode (OFM).
	- Auto-key ciphers.

- Feed back mode.


6.2 A Block Cipher


A block cipher is one in which a block of plaintext is treated as a whole and used to produce a ciphertext block of equal length [4]. Typically, a block size of 64 bits is used. A block cipher can be used to achieve the same effect as a stream cipher.


A block cipher breaks the message (M) into successive blocks m1, m2, m3,…, mi, and enciphers each mi with the same key k, such that:

Ek(M) = C = Ek (mi)
       (4)

Block encryption is more susceptible to cryptanalysis attacks than stream cipher because identical blocks of plaintext yield identical blocks of Ciphertext. It is also more susceptible to replay than stream cipher.

Data Encryption Standard (DES), International Data Encryption Algorithm (IDEA), and The Advanced Encryption Standard (AES) are well known examples of block cipher system. Table 2 summarizes the three types.

Table 2 The Block Cipher Types.

	
	DES
	IDEA
	AES

	Publishing
	1977.
	1992.
	2000.

	Input plaintext
	Operate on 64-bit plaintext.
	Operate on 64-bitplaintext.
	Operate on 128-bitplaintext.

	Key length
	64 bits.
	128 bits.
	128, 192, or 256 bits.

	Type of attack
	Chosen-plaintext attack.
	Brute-force attack.
	Square attack.


	
	DES
	IDEA
	AES

	No of round
	It works on 16 rounds.
	It works on 8 rounds.
	Depend of the length of the key;

- 9 rounds if the key length is 128.

- 11 rounds if the key length is 192.

- 13 rounds if the key length is 256.

	The design of algorithm
	Is “mixing operations from different algebraic group”.

- XOR.

- Addition modulo 2 16.

- Multiplication modulo 2 16 + 1.
	Is combination of two basic techniques of encryption: confusion and diffusion. The fundamental building block of DES is combination of these techniques (a substitution followed by a permutation).
	To encipher a block, you first perform an Add Round Key step (XORing a subkey with the block) by itself. Each round contain:

- Byte sub step.

- Shift Row Step.

- Mix Column step.

- Add Round Key step.


6.3 Public-key Cryptographic System


The concept of public-key cryptography evoloved from an attempt to attack of the most difficult problems associated with classical encryption. These problems are confidentiality, key distribution, and authentication. The public-key algorithms are based on mathematical functions rather than on substitution and permutation. More important, public-key cryptography is asymmetric encryption algorithm involving the use of two separate keys - an encryption key called public key, and decryption key called private key - and that it could be infeasible to generate one key from the other, in contrast classical encryption, which uses only one key, Diffie, Hellman, and Merkle first presented this concept at the 1976 [2].


Figure 3 illustrates the public-key encryption and decryption process. The essential steps are the following [4]:

1- Each end system in netwirk generates a pair of keys to be used for encryption and decryption of messages that it will receive.

2- Each system publishes its encryption key by placing it in a public register or file. This is the public key. The companion key is kept private. 

3- If A wishes to send a message to B, it encrypts the message using B’s public key.

4- When B receives the message, B decrypts it using B’s private key. No other recipient can decrypt the message because only B knows B’s private key.


Figure 3 Public-Key Encryption.

A well-known public-key cryptosystem is Rivest-Shamir-Adleman (RSA). It gets its security from the difficulty if factoring large numbers. The public and private keys are functions of a pair of large (100 to 200 digits or even larger) prime numbers[8].


To generate the two keys, choose two random large prime numbers, p and q. For maximum security, choose p and q of equal length. Compute the product:

n = pq
       (5)
Then randomly choose the encryption key e, such that: e and ( (n) are relatively prime, such that:

C = M e mod n                        
       (6)
Where ( (n) is the Euler totient function,

( (n) = (p – 1) * (q – 1)
       (7)
Finally, use the extended Euclidean algorithm to compute decryption key, d, such that:

ed mod ( (n) = 1
       (8)
In other words,

d = e-1 mod ( (n)
       (9)
Usually d is chosen to be a prime satisfying:

Max (p, q) < d < n
     (10)
gcd[( (n), d] = 1
     (11)

Note that d and n are also relatively prime number. The numbers (e, n) are the public-key, and (d, n) are the private key. The two primes, p and q are no longer needed. They should be discarded, but never revealed [8].

7. Cryptanalysis and Attacks on Cryptography
The whole point of cryptography is to keep the key (or the plaintext) secret from eavesdroppers. Eavesdroppers are assumed to have complete access to the communications between the sender and receiver.

Cryptanalysis the branch of cryptology dealing with the breaking of cipher to recover information, or forging encrypted information that will be accepted as authentic [9]. 

It is a science of recovering the plaintext of a message without access to the key. Successful cryptanalysis may recover the plaintext or the key. It also may find weakness in a cryptosystem that eventually lead to the previous results. An attempted cryptanalysis is called an attack; a fundamental assumption in cryptanalysis is that the secrecy must reside in the key.

There are many cryptanalytic techniques. Some of the more important ones for a system implementor are described below [8]. 

- Ciphertext-only attack: This is the situation where the attacker does not know anything about the contents of the message, and must work from ciphertext only. In practice it is quite often possible to make guesses about the plaintext, as many types of messages have fixed format headers. Even ordinary letters and documents begin in a very predictable way. For example, many classical attacks use frequency analysis of the ciphertext, however, this does not work well against modern ciphers. 

Modern cryptosystems are not weak against ciphertext-only attacks, although sometimes they are considered with the added assumption that the message contains some statistical bias. 

- Known-plaintext attack: The attacker knows or can guess the plaintext for some parts of the ciphertext. The task is to decrypt the rest of the ciphertext blocks using this information. This may be done by determining the key used to encrypt the data, or via some shortcut One of the best modern known-plaintext attacks is linear cryptanalysis against block ciphers.

- Chosen-plaintext attack: The attacker is able to have any text he likes encrypted with the unknown key. The task is to determine the key used for encryption.

- Adaptive-chosen-plaintext attack: This is special case of a chosen-plaintext attack. Not only can the cryptanalyst choose the plaintext that is encrypted, but he can also modify his choice based on the results of previous encryption. In a chosen-plaintext attack, a cryptanalyst might just be able to choose one large block of plaintext to be encrypted; in an adaptive-chosen-plaintext attack he can choose a smaller block of plaintext and then choose another based of the results of the first, and so forth.

- Brute-force attack: The attacker is trying every possible key one by one and checking whether the resulting plaintext is meaningful.

- Man-in-the-middle attack: This attack is relevant for cryptographic communication and key exchange protocols. The idea is when two parties, A and B, are exchanging keys for secure communication, an attacker positions himself between A and B on the communication line. The attacker then intercepts the signals that A and B send to each other, and performs a key exchange with A and B separately. A and B will end up using a different key, each of which is known to the attacker.

8. Conclusion


This paper is introduced as an overview of the basic principles of cipher system and its related topics, since, encryption systems are the most vital techniques used for achieving the security of data transmitted or handled over communication and computer networks.


The complexity of any cipher system is measured by the difficulty to extract the used secret key from the intercepted cipher message. Consequently, the secrecy of the cipher system must reside entirely in the secrecy of the keys. Therefore the key should be chosen to be as long as it offers adequate security.
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